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DETAILED ACTION 

1. This action is in response to the communication 05/22/2008. Claims 1, 3, 5 - 17 are 
currently pending. 

Information Disclosure Statement 

2. An initialed and dated copy of Applicant's IDS form 1449 is attached to the Office action. 

Terminal Disclaimer 

3. The terminal disclaimer filed on 5/22/2008 disclaiming the terminal portion of any patent 
granted on this application which would extend beyond the expiration date of copending 
application 10/727158 has been reviewed. 

Priority 

4. Acknowledgment is made of applicant's claim for foreign priority based on an application 
filed in Australia #2002953135 on 12/02/2002 and 2002953134 on 12/2/2002. It is noted, 
however, that applicant has not filed a certified copy of the above mentioned applications as 
required by 35 U.S.C. 119(b). 

Response to Arguments 

5. Applicant's arguments filed on 5/22/2008 have been fully considered but they are not 
persuasive. With respect to 35 USC 112, First paragraph rejection, Applicant states that 
"paragraphs [4628]-[4787]" fully enables the amended independent claims 1 and 5, and 
dependent claims 3 and 6-17. Examiner has carefully reconsidered Applicant's cited part of the 
disclosure, however, respectfully disagrees that these suggested part of the disclosure (or any 
other part of the disclosure) provides any structural or functional support for the claimed 
limitations. 
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Cited paragraphs disclose: 

[4628] System calls ChipF's GetProgramKey function, passing in the result 

[4628]-[4636] Updating P's key; 

[4637]-[4714] Multiple key single memory vector 

[[4715]-[4785] ChipU verifies the received signature 

[4786]-[4887] "non-authenticated" writes 

Thus, no where in the disclosure Examiner can find any support for "loading an 
intermediate program", "intermediate program being customized for a particular one or more of 
a plurality of potential integrated circuit", or "enables loading or running of unverified code". 
Examiner, therefore, maintains the previous rejection. 

With respect to prior art rejection, Applicant argues that, "Sormunen et al (US publication 
2003/0014663) does not disclose the subject matter of amended independent claims 1 and 5 
and dependent claims 3 and 6-17". Additionally, Applicant argues that "the loaded intermediate 
program enables the running of unverified code on the integrated circuit. Examiner respectfully 
disagrees. Applicant correctly agrees with the Examiner that, "PG1-PG3" are verified before 
being run (paragraph [0034]-[0037]), however omits and/or ignores the disclosed "examines the 
unverified part of the program code ... and it is possible to boot other program PG1-PG3, after 
which the electronic device 1 can be used normally" (See paragraph [0034]-[0041]). Examiner 
maintains prior art rejection. 

Applicant's arguments fail to comply with 37 CFR 1 .1 1 1 (b) because they amount to a 
general allegation that the claims define a patentable invention without specifically pointing out 
how the language of the claims patentably distinguishes them from the references. 
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Examiner suggests to amending the claims to overcome prior art rejection with the 
disclosed subject matter from the instant specification, without adding new matter. The rejection 
appearing below has the same rationale as previous office action, as the Applicant has not 
amended the independent claims substantially to overcome the prior art rejection. 



Claim Rejections - 35 USC §112 

The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

6. Claims 1-17 are rejected under 35 U.S.C. 112, first paragraph, as failing to comply with 
the enablement requirement. The claim(s) contains subject matter which was not described in 
the specification in such a way as to enable one skilled in the art to which it pertains, or with 
which it is most nearly connected, to make and/or use the invention. Claims limitations recited in 
1 - 1 7 do not have any support in the specification other than the summary of the invention 
wherein, the summary contains exact claim language, i.e., summary of the invention is a copy of 
all the claim limitations. 

Claims 1-17 are rejected under 35 U.S.C. 1 1 2, first paragraph, as failing to comply with 
the written description requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to reasonably convey to one skilled in the 
relevant art that the inventor(s), at the time the application was filed, had possession of the 
claimed invention. Claims limitations recited in 1 - 17 do not have any functional or descriptive 
support in the specification. 
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Applicant is requested to exactly point out wherein the specification any support can be 
found for the limitations that are recited in Claims 1 - 17, in response to this office action. 

Claim Rejections - 35 USC § 102 

The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

7. Claims 1, 3, 5 - 17 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Sormunen et al. (US Publication 2003/0014663). 

As per Claim 1, Sormunen teaches "loading an intermediate program onto the 
integrated circuit, the intermediate program being customised for a particular one or more of a 
plurality of potential integrated circuits that, when run on the processor, enables loading or 
running of unverified code on only the particular one or more integrated circuits" (paragraph 
[0032 - 0041]). Sormunen discloses, "When the booting is continued ... programs PG1, PG2, 
PG3, boot program are checked ... the computed digital signature is compared with the digital 
signature stored in memory (thus, verified programs are loaded and run)" and "the unverified 
program code are run and the electronic device can be used normally". Sormunen further 
discloses that the aim of the invention is to provide a method for securing an electronic device 
so that the boot-up step is verified as well as unauthorized and unverified program code is 
controlled or prevented from being loaded or run by the electronic device. 

As per Claim 5, Sormunen teaches, "run a boot program that prevents unverified 
software from subsequently being loaded onto, or run by, the integrated circuit"; and 

run an intermediate program customised for a particular one or more of a plurality of 
potential integrated circuits that, when run on the integrated circuit, enables loading or running 
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of unverified code on only that particular one or more integrated circuits (paragraph [0032 - 
0034]). Sormunen discloses, "When the booting is continued ... programs PG1, PG2, PG3, boot 
program are checked ... the computed digital signature is compared with the digital signature 
stored in memory (thus, verified programs are loaded and run)" and "the unverified program 
code are run and the electronic device can be used normally". Sormunen further discloses that 
the aim of the invention is to provide a method for securing an electronic device so that the 
boot-up step is verified as well as unauthorized and unverified program code is controlled or 
prevented from being loaded or run by the electronic device. 

As per Claim 3, Sormunen teaches "wherein the intermediate program enables the 
loading or running of the code only when the code includes data indicative of the particular one 
or more integrated circuits" (paragraph [0040 - 0041]). 

As per Claims 6 and 12, Sormunen teaches "receive software data and a digital 
signature of the software data generate a first digest from the software data; and compare the 
first digest against a second digest obtained via the digital signature that accompanied the 
received software data; wherein the program is considered valid when the first and second 
digests match" (paragraph [0032 - 0036]). 

As per Claim 7, Sormunen teaches "wherein one or both of the digests were generated 
using a SHA1 function" (paragraph [0047]). 

As per Claims 8 and 14, Sormunen teaches, "wherein the boot program contains a 
plurality of keys, and one of the keys is selected for use in generating the first digest, the key 
being selected in accordance with a selection criterion" (paragraph [0044 - 0047]). 

As per Claim 13, Sormunen teaches, "wherein the encryption function is RSA" 
(paragraph [0045 - 0047]). 
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As per Claim 9 and 15, Sormunen teaches "the selection criterion is time-based, a 
particular one of the keys being selected depending on the time the selection is made" 
(paragraph [0044 - 0047]). 

As per Claims 10 and 16, Sormunen teaches, "wherein the selection criteria relates to a 
physical arrangement or configuration of the integrated circuit" (paragraph [0044 - 0047]). 

As per Claims 1 1 and 17, Sormunen teaches "wherein the physical arrangement or 
configuration includes one or more of the following: one or more pads wired to a reference 
voltage or to ground; one or more fuses, one or more of which has been blown; or the contents 
of non-volatile memory" (paragraph [0032 - 0034]). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See PTO Form 892. 

Applicant is urged to consider the references. However, the references should be 
evaluated by what they suggest to one versed in the art, rather than by their specific disclosure. 
If applicants are aware of any better prior art than those are cited, they are required to bring the 
prior art to the attention of the examiner. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to PRAM I LA PARTHASARATHY whose telephone number is (571)272- 
3866. The examiner can normally be reached on 8:00a.m. to 5:00p.m.. If attempts to reach the 
examiner by telephone are unsuccessful, the examiner's supervisor, Nasser Moazzami can be 
reached on 571-272-4195. The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Pramila Parthasarathy/ 
Primary Examiner, Art Unit 2136 
July 1, 2008 



